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REPLY COMMENTS OF COX COMMUNICATIONS, INC.
Cox Communications, Inc., (“Cox”) hereby submits these reply comments in response to
the Wireline Competition Bureau’s (“Bureau”) public notice regarding the proposed Eligible
Services List (“ESL”) for funding year 2021.1 Cox agrees with commenters who argue advanced
network security services should be eligible for E-rate support.2 As Cox has previously stated,
since the Commission declined to include E-Rate support for “further network security services,”3
schools across the country have seen marked increases in ransomware and Distributed Denial of
Service (“DDos”) attacks, which warrant the Commission taking a fresh look at including these
needed services. Last year, Commissioners O’Rielly and Rosenworcel indicated a willingness to
revisit the eligibility of advanced network security services,4 and given the increased importance
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of distance learning services during the Covid-19 pandemic, the Bureau or Commission should
take action now to ensure schools’ vital Internet services are protected.
Schools are increasingly becoming the targets of DDoS,5 ransomware,6 and other network
cyberattacks. Cox is aware of at least two school systems in Arizona who were subject to DDoS
attacks in 2017 and six others in Arizona, Florida, Nevada, Oklahoma, and Virginia in 2020. At
least two school systems in Rhode Island were infected with malware in 2019. On July 24, 2019,
the Governor of Louisiana issued an emergency declaration after school systems in Monroe,
Morehouse Parish, and Sabine Parish were impacted by ransomware attacks.7 On March 30, 2020,
the Federal Bureau of Investigation (FBI) warned schools of online video classroom hijacking,
after two schools in Massachusetts reported zoom conferences being infiltrated or hijacked by
unidentified individuals.8 On June 23, 2020, the FBI issued a Private Industry Notification or
security alert warning K-12 schools and others about ransomware attacks on U.S. and foreign
government organizations, education entities, private companies, and health agencies by
unidentified cyber actors.9
Because DDoS and ransomware attacks can render Internet service effectively unusable,
support for DDoS and ransomware prevention and restoration services and equipment is necessary
to protect the E-Rate funds invested in Internet access, internal connections, and the integrity of
educational networks. This is particularly important while many school systems are operating
virtually in whole or in part in response to the Covid 19 pandemic. If school systems’ access to
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their distance learning platforms is compromised, students lose actual instructional classroom time,
not just their ability to utilize supplemental educational materials.10
Unfortunately, the need for advanced network security solutions comes at a time of
increased financial pressures for school systems. Several of Cox’s customers who have purchased
DDoS mitigation services have only been able to afford coverage for a portion of their traffic, so
they are unable to operate at full capacity. In addition, at a Cox roundtable held in June 2020,
school systems stated that attempted network breaches are an everyday occurrence, citing
ransomware, spyware, and malware as the usual suspects. When asked what they would most
want on the E-rate Category Two list, the school systems resoundingly pointed to cybersecurity
solutions and, more specifically, comprehensive security audits/vulnerability assessments, layered
perimeter security, intrusion detection systems (IDS), 24/7 security operation center (SOC), DDoS
mitigation, and multi-factor authentication (MFA). However, the school systems also noted the
extreme pressures on finite IT budgets, and the need for IT departments to determine how much
security risks they can accept. This is a difficult and untenable position that could be made
sufficiently more tolerable with a decision to provide E-Rate funding for advanced network
security solutions.
Based on the reasons outlined herein, Cox respectfully requests that the Bureau include
advanced network security solutions on the ESL to prevent and mitigate ransomware and DDoS
attacks for funding year 2021. Alternatively, the Commission should open a rulemaking
proceeding to consider making advanced network security solutions eligible for E-Rate support.

Respectfully submitted.
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